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Training: Micro Focus
AATH120 - Advanced Authentication Essentials

TRAINING GOALS:

Advanced Authentication provides a single scalable authentication framework for multiple devices and
methods. Learn how to install the Advanced Authentication appliance and the Windows client, how to
configure Advanced Authentication, and how to use the self-service portal to enroll an authentication
method. The hands-on labs for this course use version 6.0 of the Advanced Authentication software.

Upon successful completion of this course, you should be able to:

Discuss the basics of multifactor authentication methods and of Advanced Authentication
Discuss the basic architecture, Enterprise architecture, and the Enterprise with Load Balancer
architecture
Describe how to install Advanced Authentication
Describe how to configure Advanced Authentication methods, events, policies, and chains
Describe how to enroll an authentication method.

This course is intended for:

Administrators
Installers
Help Desk

CONSPECT:

Introduction
Define the basics of Advanced Authentication
List the features of Advanced Authentication
Discuss the basics of multifactor authentication methods and strong authentication

Advanced Authentication Architecture
Discuss the Basic architecture
Explain the Enterprise architecture
Describe the Enterprise with Load Balancer architecture
Describe server components
Define the terms
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Authentication Method
Authentication Chains
Authentication Event
Authentication Endpoint

Installation and Configuration
Setup a virtual machine
Install the appliance
Configure a cluster
Register additional sites and DB and Web servers
Log into the NetIQ Administration Portal
Add a repository
Install Windows Clients

Administration Portal
Discuss Methods
Discuss the Chains options
Discuss the Events options
Describe the Policies
List the Server Options
Test User Enrollments
Add Multi-Factor
Skip second factor
Sharing authenticators

Upgrading Advanced Authentication
Upgrade Advanced Authentication
Update Advanced Authentication with patches

REQUIREMENTS:

To be successful in this course, you should have the following prerequisites or knowledge:

Basic understanding of networking and systems

Difficulty level
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CERTIFICATE:

The participants will obtain certificates signed by Micro Focus (course completion).

TRAINER:

Authorized Micro Focus Trainer
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