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Training: Microsoft
SC-5001: Configure SIEM security operations using Microsoft Sentinel

TRAINING GOALS:

Get started with Microsoft Sentinel security operations by configuring the Microsoft Sentinel
workspace, connecting Microsoft services and Windows security events to Microsoft Sentinel,
configuring Microsoft Sentinel analytics rules, and responding to threats with automated responses.
After completing this course, students will be able to:

Create and configure a Microsoft Sentinel workspace
Deploy a Microsoft Sentinel content hub solution
Connect Windows hosts to Microsoft Sentinel
Configure analytics rules in Microsoft Sentinel
Configure automation in Microsoft Sentinel

 

Audience Profile:
The Microsoft Security Operations Analyst collaborates with organizational stakeholders to secure
information technology systems for the organization. Their goal is to reduce organizational risk by
rapidly remediating active attacks in the environment, advising on improvements to threat protection
practices, and referring violations of organizational policies to appropriate stakeholders.

 

Skills earned upon completion:
- Configure SIEM operations with Microsoft Sentinel

 

CONSPECT:

Configure SIEM security operations using Microsoft Sentinel
Module 1: Create and manage Microsoft Sentinel workspaces
Module 2: Connect Microsoft services to Microsoft Sentinel
Module 3: Connect Windows hosts to Microsoft Sentinel
Module 4: Threat detection with Microsoft Sentinel analytics
Module 5: Automation in Microsoft Sentinel
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Module 6: Configure SIEM security operations using Microsoft Sentinel

REQUIREMENTS:

Fundamental understanding of Microsoft Azure
Basic understanding of Microsoft Sentinel
Experience using Kusto Query Language (KQL) in Microsoft Sentinel

Difficulty level

CERTIFICATE:

The participants will obtain certificates signed by Microsoft (course completion).

TRAINER:

Microsoft Certified Trainer (MCT)
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