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TRAINING GOALS:

In this course, you will learn how to deploy, configure, and secure FortiAnalyzer. You will also learn
how to register and manage devices, configure and manage high-availability, and manage disk
quotas. Finally, you will explore the fundamentals of the logging and reporting management
capabilities included on FortiAnalyzer.

Objectives

After completing this course, you should be able to:

o Describe the purpose of FortiAnalyzer

o Describe the FortiAnalyzer operating modes
o Describe logging in a Fortinet Security Fabric environment
o Describe the FortiAnalyzer Fabric

o Describe the log file workflow

o Manage administrative domains (ADOMs)

o Configure network settings

o Configure secure administrative access

o Configure two-factor authentication

o Monitor administrative events

o Register and manage devices

o Perform a system configuration backup

o Monitor disk usage

o Enable and create ADOMs

o Describe Fabric connectors

o Configure log redundancy and encryption

o Configure log rollover and retention policies
o Manage reports
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o Prepare firmware upgrade

o Configure and manage high-availability clusters
o Perform system maintenance tasks

o Perform log backups

Who Should Attend

Security professionals involved in the deployment, administration, maintenance, and troubleshooting
of FortiAnalyzer devices should attend this course.

CONSPECT:

[¢]

Introduction and Initial Configuration

[¢]

Administration and Management
ADOMs and HA
Managing Devices

[¢]

[¢]

o

Logs and Reports Management

REQUIREMENTS:

You must be familiar have an understanding of all the topics covered in the FortiOS
Administrator/FortiGate Administrator course, or have equivalent experience.

Difficulty level

CERTIFICATE:

The participants will obtain certificates signed by Fortinet (course completion).

TRAINER:

Fortinet Certified Trainer (FCT)

ADDITIONAL INFORMATION:

ISC2
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o CPE training hours: 4
o CPE lab hours: 3
o CISSP domains: Security Operations
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