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TRANING TERMS

2026-09-08 | 4 days | Virtual Classroom
2026-09-21 | 4 days | Virtual Classroom
2026-10-27 | 4 days | Virtual Classroom
2026-12-01 | 4 days | Virtual Classroom
2026-12-14 | 4 days | Virtual Classroom
2026-12-21 | 4 days | Virtual Classroom

TRAINING GOALS:

This course provides IT Security Professionals with the knowledge and skills needed to implement
security controls, maintain an organization's security posture, and identify and remediate security
vulnerabilities. This course includes security for identity and access, platform protection, data and
applications and security operations.

Audience Profile:
This course is for Azure Security Engineers who are planning to take the associated certification exam,
or who are performing security tasks in their day-to-day job.

Skills earned upon completion:
Skills earned upon completion were not available in the Microsoft source.

CONSPECT:

o Protect identity and access in Azure
o Module 1: Secure and manage identities with Microsoft Entra ID

o Module 2: Manage access with Azure AD
o Protect network infrastructure in Azure
o Module 1: Secure network connectivity in Azure
o Module 2: Secure application delivery in Azure
o Module 3: Protect public access to Azure resources

o Protect compute, storage, and databases
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o Module 1: Secure compute, storage, and databases
o Module 2: Secure data in Azure
o Module 3: Secure application secrets in Azure

o Strengthen security posture using Microsoft Defender for Cloud and Microsoft Sentinel

o Module 1: Plan for security monitoring with Microsoft Defender for Cloud and Microsoft
Sentinel

o Module 2: Configure Microsoft Defender for Cloud
o Module 3: Configure Microsoft Sentinel
o Module 4: Investigate and respond to incidents with Microsoft Sentinel

REQUIREMENTS:

Experience with Azure administration, Azure DevOps, and knowledge of IT security concepts.

Difficulty level

CERTIFICATE:

The participants will obtain certificates signed by Microsoft (course completion). This course will help
prepare you for the Microsoft Certified: Azure Security Engineer Associate certification exam
(Exam AZ-500), which is available through the Pearson VUE test centers.

TRAINER:

Microsoft Certified Trainer (MCT)
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