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TRAINING GOALS:

This course teaches IT Professionals to configure advanced Windows Server services using on-
premises, hybrid, and cloud technologies. The course teaches IT Professionals how to leverage the
hybrid capabilities of Azure, how to migrate virtual and physical server workloads to Azure laaS, and
how to secure Azure VMs running Windows Server. The course also teaches IT Professionals how to
perform tasks related to high availability, troubleshooting, and disaster recovery.

Audience Profile:

This course is intended for Windows Server Hybrid Administrators who have experience working with
Windows Server and want to extend the capabilities of their on-premises environments by combining
on-premises and hybrid technologies.

Skills earned upon completion:

o Implement secure infrastructures in Windows Server

[¢]

Implement high availability in Windows Server

[¢]

Implement disaster recovery in Windows Server

o

Implement workload migration in Windows Server

[¢]

Monitor environments in Windows Server

CONSPECT:

o Secure Windows Server on-premises and hybrid infrastructures
Module 1: Implement Windows Server security

[¢]

o

Module 2: Harden Windows Server

o

Module 3: Manage Windows Server security using Azure Security Center

[¢]

Module 4: Implement Windows Server security using Just Enough Administration (JEA)
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[¢]

[¢]

o

[¢]

[¢]

[¢]

Module 5:
Module 6:
Module 7:
Module 8:
Module 9:
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Implement Windows Server security using Just-In-Time (JIT) administration
Implement and manage Windows Server update management

Implement Windows Server security using Group Policy

Implement Windows Server security using Credential Guard

Implement Windows Server security using Microsoft Defender for Identity

Implement Windows Server high availability

o Module 1: Plan and implement failover clustering

o

[¢]

[¢]

[¢]

[¢]

Module 2:
Module 3:
Module 4:
Module 5:

Manage failover clustering

Implement and manage Hyper-V replication

Implement and manage Network Load Balancing

Plan and implement load balancing with Azure Load Balancer

Implement disaster recovery in Windows Server on-premises and hybrid environments

o Module 1: Plan and implement disaster recovery

o Module 2: Implement Azure Site Recovery for Windows Server

o Module 3: Implement Azure Backup for Windows Server

o Module 4: Implement disaster recovery with Active Directory

[¢]

o

[¢]

[¢]

[¢]

[¢]

[¢]

o

o

o

Module 1:
Module 2:
Module 3:
Module 4:
Module 5:

Module 1:
Module 2:
Module 3:
Module 4:
Module 5:
Module 6:
Module 7:
Module 8:

REQUIREMENTS:

Migrate servers and workloads in on-premises and hybrid environments

Plan and implement server migration
Migrate on-premises workloads to Azure
Migrate file servers to Azure

Migrate AD DS to Azure

Migrate application workloads to containers

Monitor and troubleshoot Windows Server environments

Monitor Windows Server with Windows Admin Center
Monitor Windows Server with Azure Monitor

Monitor Windows Server with Azure Arc
Troubleshoot Windows Server startup and recovery
Troubleshoot networking in Windows Server
Troubleshoot storage in Windows Server
Troubleshoot virtual machines in Windows Server
Troubleshoot containers in Windows Server

Experience with Windows Server administration, maintenance, and troubleshooting. Familiarity with
Azure laa$S and hybrid technologies.
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Difficulty level

CERTIFICATE:

The participants will obtain certificates signed by Microsoft (course completion). This course will help
prepare you for the Microsoft Certified: Windows Server Hybrid Administrator
Associate certification exam, which is available through the Pearson VUE test centers.

TRAINER:

Microsoft Certified Trainer (MCT)
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