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TRAINING GOALS:

In this course, you will learn how to deploy, configure, and secure FortiAnalyzer. You will also learn
how to register and manage devices with FortiAnalyzer. Finally, you will explore the fundamentals of
the logging and reporting management capabilities included in FortiAnalyzer. These skills will provide
you with a solid foundation for becoming a professional FortiAnalyzer administrator.

After completing this course, you will be able to:

o Describe the purpose of FortiAnalyzer

o Describe the FortiAnalyzer operating modes
o Understand logging in a Fortinet Security Fabric environment
o Describe FortiAnalyzer Fabric

o Manage administrative domains (ADOMs)

o Configure network settings

o Configure secure administrative access

o Manage the disk quota

o Perform a system configuration backup

o Manage RAID

o Manage HA

o Register and manage devices

o Describe the log file workflow

o Perform log backups

o Understand Fabric connectors

o Configure log redundancy and encryption

o Configure log rollover and retention policy

o Manage reports

Who Should Attend

Anyone who is responsible for the day-to-day management of FortiAnalyzer devices should attend this
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course.

CONSPECT:

[¢]

Introduction and Initial Configuration

[¢]

Administration and Management
RAID and HA
Device Management

o

o

[¢]

Logs and Reports Management

REQUIREMENTS:

Familiarity with all topics presented in the FortiGate Security and FortiGate Infrastructure courses.

Difficulty level

CERTIFICATE:

The participants will obtain certificates signed by Fortinet.

This course is also intended to help you prepare for the Fortinet - FortiAnalyzer Administrator
certification exam. This exam is part of the FCP Network Security certification track. More information
about Fortinet certification Program on the https://www.fortinet.com/training-certification

TRAINER:

Fortinet Certified Trainer (FCT)

ADDITIONAL INFORMATION:
(1SC)2

o CPE training hours: 4
o CPE lab hours: 2
o CISSP domains: Security Operations
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