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TRAINING GOALS:

The Netskope Security Cloud Operation and Administration (NSCO&A) course is an in-depth training
on the Netskope Security Cloud led by a Netskope expert.

In this course, you will learn how Netskope helps IT professionals gain greater visibility and actionable
information about cloud services, activity, and data in your cloud.

The course begins with an introduction to the Netskope platform and the user interface. The course
will then cover key aspects of the platform such as policy creation, DLP, Threat Protection, Netskope
NG-SWG, securing data in the public cloud using Netskope, generating reports and analysis and other
key features. The course will provide examples and hands-on practice on how to enforce policy on any
one or combination of granular factors such as service, category, user, group, device, content, data
loss prevention (DLP) profile, and more.

Objectives

Upon completion of this course, attendees will be able to:

o Understand the unique use cases covered by the Netskope Security Cloud
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Administer Netskope in all deployment modes

Utilize Netskope features to assess the level of Software as a Service (SaaS) risk in an
organization

Secure traffic to and from a range of websites and cloud applications
Secure public cloud resources
Create granular security policies

Restrict the use of cloud applications and services to business approved providers and
instances

Investigate incidents using reporting and analytics capabilities

Target Audience

Security administrators; network administrators; sales engineers; pre-sales support; post-sales
support.

CONSPECT:

o

Chapter 1: Netskope Platform Architecture
Chapter 2: User Management

Chapter 3: Traffic Steering

Chapter 4: Netskope Client

Chapter 5: Real-time Protection Policies
Chapter 6: Web Security

Chapter 7: Netskope Cloud Firewall
Chapter 8: DLP

Chapter 9: Threat Protection

Chapter 10: API-enabled Protection
Chapter 11: Netskope laaS

Chapter 12: Reporting

Chapter 13: Netskope Advanced Analytics

REQUIREMENTS:

Recommended pre-requisites: Netskope Security Cloud Introductory Online Technical Training.
Additionally, some experience with the Netskope platform is preferred. Furthermore, the course is
designed for attendees that have a thorough understanding of networking technologies and security
concepts. Experience with other security technologies (IPS, proxy, and content filtering) is a plus.
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Difficulty level

CERTIFICATE:

Upon successful completion of the Netskope Administrator Accreditation exam the participants will
obtain certificates signed by Netskope.

TRAINER:

Netskope Authorized Instructor
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