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Training: Fortinet
FortiPAM Administrator

TRAINING GOALS:

In this course, you will learn how to use FortiPAM to manage and secure privileged account
credentials, along with their access to sensitive systems and data within an organization. The
fundamental topics covered in this course will provide you with a solid understanding of FortiPAM.

 

Objectives

After completing this course, you will be able to:

Define privileged access management (PAM)
Describe FortiPAM features, components, and use cases
Perform initial system configuration tasks
Describe FortiPAM high availability (HA)
Describe the use of digital certificates
Manage users, groups, and roles
Manage folders, targets, and secrets
Implement access control using the zero-trust network access (ZTNA) framework
Monitor users, sessions, and system activity
Generate activity report

 

Who Should Attend

Security professionals responsible for designing, deploying, configuring, and managing FortiPAM
solutions should attend this course.

CONSPECT:

Introduction to FortiPAM
System Configuration
Users and Roles
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Secrets Management
ZTNA Access Control
Monitoring and Reporting

REQUIREMENTS:

It is recommended that you have basic knowledge of the following topics:

Familiarity with Linux and Windows servers
Knowledge of commonly used network protocols
Basic understanding of identity and access management (IAM) solutions
Understanding of FortiClient

Difficulty level

CERTIFICATE:

The participants will obtain certificates signed by Fortinet (course completion).

TRAINER:

Fortinet Certified Trainer (FCT)

ADDITIONAL INFORMATION:

ISC2

CPE training hours: 5
CPE lab hours: 5
CISSP domains: Identity and Access Management (IAM)
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