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TRAINING GOALS:

Through comprehensive virtual labs, this course bridges the gap between cloud security theory and
real-world execution. It provides the deep technical skills needed to secure corporate cloud footprints,
manage acceptable-use policies, and defend distributed environments.

 

The first half of the curriculum covers user provisioning, client deployment, and core network security.
Participants learn directory integration using Directory Importer and automated cloud SCIM. They also
master deploying and scaling the Netskope Client, configuring the Secure Web Gateway (SWG) to
manage web policies, and setting up the Netskope Cloud Firewall (CFW) to control outbound non-web
protocols while balancing visibility and user privacy.

 

The second half focuses on data protection, threat mitigation, and next-generation AI governance.
Students explore Standard and Advanced Data Loss Prevention (DLP)—including OCR, Exact Data
Matching (EDM), and fingerprinting—alongside advanced threat scanning. They also learn to secure
generative AI traffic via gateway interception and guardrails, and leverage Advanced Analytics and
Enhanced Reporting to build dashboards and audit security events.

 

Objectives

Upon completion of this course, attendees will be able to:

Understand the core architecture and capabilities of the Netskope One platform
Configure Real-time, API, Web Security, and Cloud Inline protection policies
Implement Threat Protection and Netskope Cloud Firewall controls
Create advanced DLP and AI Security policies to protect sensitive data
Use Enhanced Reporting and Advanced Analytics to investigate security events
Prepare for the Netskope One Professional accreditation exam

 

Target Audience

Security Administrators responsible for implementing, configuring and operating the Netskope
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Security Service Edge platform.

CONSPECT:

Netskope Fundamentals
Real-time and API Protection Policies II
Web Security II
Cloud Inline
Threat Protection II
Netskope Cloud Firewall
Data Loss Prevention II
AI Security
Enhanced Reporting II
Advanced Analytics II
Accreditation Exam Preparation

REQUIREMENTS:

Recomended: SASE Essentials Associate (free Self-paced Course)

Recomended: SASE Essentials Specialist (free Self-paced Course)

Recomended: SSE Administrator (free Self-paced Course)

https://netskopeacademy.skilljar.com/

Difficulty level

CERTIFICATE:

Upon successful completion of the course, participants will receive a certificate of completion signed
by Netskope. The training also prepares participants for the Netskope One Professional certification
exam. Candidates who pass the exam earn the Netskope One Professional title.
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